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Abstract: A ideal proxy re-encryption scheme has five features, such as one-way encryption, non-interaction, repeatabil-
ity, controllability and verifiability. The existing schemes, however, have only two or three of the five features, which re-
duces the utility of them to some extent. For this, a new ciphertext-policy attribute-based proxy re-encryption
(CP-ABPRE) scheme with the above five features was proposed. In the proposed scheme, the cloud proxy server could
only re-encrypt the ciphertext specified by the delegator by using the re-encryption key, and resist the collusion attack
between the user and the proxy satisfying the re-encryption sharing policy. Most of encryption and decryption were out-
sourced to cloud servers so that it reduced the computing burden on the user’s client. The security analysis show that the
proposed scheme resists the selective chosen plaintext attack (SCPA).
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